4CADATEC inc

Citect Alarm Browser for ScadaPhone

Overview

To facilitate project configuration, ScadaPhone implements a Citect Alarm Browser, CTAPILink. This
browser can reduce ScadaPhone project configuration from hours down to minutes when ScadaPhone is
to be used in conjunction with Citect SCADA. The Citect Alarm Browser uses Citect's CTAPI interface
(CiTect Application Program Interface) to obtain a list of all alarms configured in the Citect project and
then facilitate the selection and configuration of alarms to be serviced by ScadaPhone.

In most cases, ScadaPhone communicates with SCADA servers via OPC/OLE; however, Citect has another,
more customized, interface for client applications. Citect's custom interface is called CTAPI (CiTect
Application Program Interface).

In order to interface with CTAPI, client applications must load the CTAPI Dynamic Link Library
(CTAPIL.DLL), establish a connection, and then request data via calls to functions defined within
CTAPI.DLL.

The DLL interface is convenient, but it doesn't mesh well with ScadaPhone's ScadaLink interface which is
built primarily on OLE Automation. To bridge this communications gap without adding undesired
complexity to ScadaPhone's Scadalink interface, the CTAPILink auxiliary application was created;
CTAPILink loads the CTAPLDLL to interact with Citect SCADA Runtime and simultaneously provides an OLE
server interface for ScadaPhone's Scadalink interface:

Citect SCADA ScadaPhone
Runtime CTAPI.DLL CTAPILink.exe Scadalink
Application OLE Interface

The CTAPILink.exe is an auxiliary application which should be installed separately from ScadaPhone.

CTAPILink usually does not need to be launched by the user or by any script; it is launched automatically
whenever ScadaPhone needs to use it. The only exception is during initial system configuration,
CTAPILink may need to be configured in order to locate the CTAPL.DLL file in Citect's directory
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structure. To make sure that CTAPILink is properly configured to locate CTAPLDLL, launch CTAPILink from

the Windows File Explorer.

o l-E-
@uv| v Computer » OS(C) » ScadaTEC » CTAPLLink » 3.16 » v [ 42 || searcn 216 o
Organize » Include in library = Share with = Mew folder = « [ .;@.
| ScadaTEC *  Marme Date modified Type Size
. AsciiTagSenver o )
e J ActivityLogs 1252016 1:19 Pr File falder
: CT:iIL“_ETr @] 2.1.6.2512 Version 3/12/2014 5:45 P VERSION File 1KE
: 1 " U CTAPLLink.exe /122014 540 P Application 3,320 KB
: 3'1'3 '.';_'_E% CTAPILink.ico 0/19/2012 1209 PR Tcon 565 KB
) 3'1'4 2 | CTAPILink.ini 8122014 5:57 PM Configuration settings 1kE
' 3I1lﬁ | CTAPILink.Installationlog.bd 8/12/2014 5:45 PR Tewt Docurment ER A
M Idlb —— " Uninstal CTAPILink. exe 871252014 241 P Application 2,488 KB
, ModbusSimulatar
. ModbusTagSercer i o v
7 itemns

Configure Scadalink Interface:

To access the Citect Alarm Browser, you must first configure ScadaPhone's ScadalLink interface to
communicate with Citect via CTAPILink. To do this, launch ScadaPhone, create a new project, and
configure the Scadalink Setup as follows:

a ScadaPhaone

Alarm Group

Eloat MNew Browse Edit Play Delete
Alarm Marne

Logs  Alarms (0) | Discretes (1) | Analogs 21 | Strings (1) | Conts Status

o] ]

File Mode Options Window Logs  Modem(s)  Web Server | Scadalink | TTP Scheduler  Session  Help
ChllsershoptiplexT 6 DocurmentshscadaTEC ScadaPhonetProjectshCi Setup

(15) |

Scadalink Setup

Enabled

Interface Type

Selected Server
ScadaTec/Citect, CTAPILink

Server on remote machine

@ DDE ) 0OPC @ OLE

-7 ]

5

tions

Ok l [ Cancel

12:49:35 Dewveloprment Mode

Selecting CTAPILink from the Main Menu

B OLE Server List [==3a]

Choose an OLE server

() SeadaTEC. OPCHUb [OLE)
() ScadaTEC, TCPT agServer

(") 5cadaTEL, Ascil agServer
(7) ScadaTEC, ModbusT agServer
() ScadaTEC, DF1TagServer

@ ScadaTEC/Citect, CTAPI Link

To have additional OLE servers added,
contact ScadaTEC at 775-348-7471.
OLE interfaces must be added by our
programming staff.

Ok ] ’ Cancel
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Next, select the Alarms tab on ScadaPhone's Main Window and click the Browse menu item to open the

Alarm Browse Source Selector window:

mScadaPhone
File Mode Options Mindow Logs Modem(s) Web Server  Scadalink  TTP Scheduler  Session  Help
CihlsershoptiplexT604DocurmentshScadaTEC ScadaPhonetProjects\ Citect

Logs  Alarms (1) | Discretes (61) | Analogs (2) | Strings (0) | Contacts (0) | Users (1) | Menus (2) | W Files (15) |

Float Mew | Browse | Edit Play Delete

=N BB =)

Alarm Group Alarm Mame

B 2larm Browse Source Selector @
Scadalink Setup  TTP Client Setup

Select the server connection you wish to browse

Local ScadaPhone Tag Database

Scadalink connectior

TTP Client connection: WWModel

Ok, l [ Cancel

12:37:15 Dewveloprment Mode

Alarm Browser Source Selector

Choose the ScadaLink connection: Citect SCADA option from the Alarm Browse Source Selector.

If Citect SCADA Runtime is not active, you will see the following window:

CTAPILLink.Open Unsuccessful @

ScadaPhone was able to open CTAPILink., but CTAPILink waz unable to open a link to Citect SCADA. Thiz
uzually happens because Citect SCADA Runtime needs to be launched before attempting connection.

Current CTAPILink Config

DLL Path

C:\Program Files [«86)\CitecthCitectS CADA 7. 205Bin\Craypi.dil

Host Computer

Local Machine

User Hame / Password

<BLAME:

If Citect Runtime iz active, the Current CTAPILink Config may not be comrect; to make changes to the
CTAFILink Config, click on the ShowCTAPILink button below to make changes.

If the connection Failed simply because Citect Runtime iz not active, launch Citect Runtime and then click
the Retry button below.

Show CTAFILink | | Rewy | | Cancel

CTAPILink Unsuccessful Message if Citect is not in Runtime
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If Citect SCADA Runtime is not active when CTAPILink is launched, the status bar at the bottom of
CTAPILink's main window will cycle through a repetitive countdown to the next connection attempt:

U CTAPI Link {version 4.1.2.506) == [wesa]
Configure Machine List  Search For CTAPLDLL  Read Mode  Disable Connection &fternpts (3 mins)  Logs
DLL & C:AProgram Files [=86)5\Citect’CitectSCADA 7 204Bin'\Crapi.dll

Data Points |

g i| Perfarmance Lag | Run Log | Error Log |
Float Log OtherLogs

20160125 13:34:54_ L&7 0.003] Entering OpenCTAPI -
E0l& 01728 13:34:54_ L5564 0.00Z] Current DLL location = 'C:%Program Files (x8&6)2WCitect)\Citect
2016701728 13:34: 54 EEG 0.00Z] Calling LoadLibrary (CTAPI.DLL)

Z01l6/0172Z8 13:34:E84_E7E5 0.00%] LoadLibrary Succeeded

Z0l&6/01/258 13:34:54_ 577 0.00Z] CTAPI.DLL linkage complete

Z0le/01/258 13:324:54_ 580 0.002] Calling ctOpend'',*'','', )

Z0l&/0L 28 13:34: 87,696 Z.11le] ctOpen FAILED: Error #£ : The system cannot find the file sj
2016701728 13:35:07.73% . 03%9] Attempting connection to CTAPI

Z01&/01/28 13:325:07_ 744
2016701425 13:35:07_751
Z0le/01/ 25 13:325:07.752
EQLEFOLFEE 1323:35:07.76E
Z0le/0LFEE 123:35:07.772
2016701425 13:35:07.773
Z0le/01 25 1323:25:10.202

_00%] Entering OpenCTAPT

.007] Current DLL location = 'C:hZProgram Files (x86)%CitecthCitect
.002] Calling LoadLibrary (CTAPI.DLL)

_006] Loadlibrary Succeeded

0071 CTAPI.DLL linkage complete

_006] Calling ctlpen('', '', "', 01

J0EE5] ctOpern FAILED: Error #2 : The system cannot find the file =sp

m

[
(]

WD o oo oo

13:35:12 Mot Connected (Retry in & seconds)

CTAPILink Not Connected

To configure the path to CTAPLDLL, click on the Search for CTAPL.DLL menu item to open the following
window:

55 CTAPLDLL Lacations =]

CTAPILink needs to know the location of CGitectSCADA's CTAPLOLL file in order to connect with the SCADA systemn
database. If there are multiple versions of CitectSCADA installed on this computer, it is important to make sure that
CTAPILINk is referencing the CTAPLDLL that matches the version of CitectSCADA which will be in use.

Listed below are all of the copies of CTAPLDLL that CTAPILNK is aware of, If this list seems incomplete (e.g. if CGitectSCADA
has been installed to a non-standard location), click the "Seatch Drive(s)" button and CTAPILink will perform a complete scan
of the hard drive(s) in order to locate al copies of CTAPLDLL.

To direct CTAPILink to use a particular copy of CTAPLDLL, simply put a check mark next to the appropriate list item below,

DLL Wersion File Size File Date File Path
7| 7.20.0,595 114295 2010/09/30 02:05:28  C:'Program Files (#8614 CitectiCitectSCADA 7.200Bint Ctapi dl
7.20.0,592 114296 2010/09,/30 09:05:28  C'\Program Files (x86 " Common FlesCitect\Ctapi.dl
Search Drive(s) ] | Ok | | Cancel |

Search for Citect SCADA's CTAPIDLL & Select a CTAPLDLL that matches Citect SCADA Version



After the proper CTAPLDLL path has been configured, launch Citect SCADA Runtime. The next screen
assumes that the Example project that comes with Citect SCADA is running

Exarnple - Citect Explarer

File Wiew Tools Help

Exanoie 3 0l @] elelsl=ls] Blalel sl n 2 o =

Project List Contents of Exarmple

=l Mly Projects = Graphics
£ Tags

GrandForksSCADA | Alarms
¢ TestPr & Systemn

£ Communications
= Cicode Files

* CitectWBA Files

Ready

Launch Citect SCADA Runtime

After Citect Runtime has launched, check the status bar at the bottom of CTAPILink's main window; it
should read "Connected To Local Machine":

s

5 CTAPI Link (version 4.1.2.506) == R

Configure Machine List  Search For CTAPLDLL  Read Mode Disconnect  Logs
DLL &= C:5Program Files [#286\Citect\CitectSCADA, 7 200 int Chéypi.dil

Data Points g

Float Log Other Logs

Performance Log | Run Log | Errar Log |

Z0le/01/ZE 14:11:00. 2E2
EOLES0L/28 14:11:00_ 363
Z0le/0LFEZE 14:11:00. 270
Z0le/01/ZE 14:11:00_ 325
EOLESOL/E2E 14:11:00_ 323
ZOLe/0L/ZE 14:11:00_ 365
Z0le/01/25 14:11:00_358
EQLESOLFEE 14:11:00_ 375
Z0le/01/ZE 14:11:01.0E4
EOL&/01/25 14:11:01_0E7
Z0le/01/Z8 14:11:01.0E3
Z0le/01/ZE 14:11:01.11%2
EOLESOL/28 14:11:01_ 152
Z0le/01/Z8 14:11:01.1E3
Z0le/01/25 14:11:01.176

.002] PROGRAM START -
.005] EHE Path: C:348cadaTECYCTAPILinkY4.1_ Z%CTAPTILink. exe

0071 Project Path: C:4E8cadaTECHCTAPILinky4.1.Z2

_ELE] Attempting connection to CTAPIL

_004] Entering OpenCTAPT

.03&] Current DLL location = 'C:'ZProgram Files (x2&6)%CitecthCitect
. 003] Adding DLL location to PATH environment wariable

.007] Calling Loadlibrary (CTAPI.DLL)

.072] LoadLibrary Succeeded

_003] CTAPTI.DLL linkage complete

0021 Calling etlpend'','', ‘', 0}

_052] ctlpen Succecceded

_034] Entering GetW7Alarmlist (ClusterMName=''"'])

.0a7] ctFindFirst (05ECAZ1E, 'Alarnw' , ' ' ,0018F340,0) returned 08593%
0171 AlarmCount = Z3

[ e e Y o Y e e Y e [ e Y Y e e e e

142406 Connected To Local Machine

Verify that CTAPILink is Connected to Local Citect SCADA
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After the initial setup, manually launching CTAPILink will not be necessary; the CTAPILink Install
program inserts the proper OLE Server linkage into the Windows Registry and whenever a program such
as ScadaPhone requests a connection to CTAPILink, Windows will launch it automatically.

If you left ScadaPhone paused on the CTAPILink.Open Unsuccessful window shown previously in this
application note, you can now click the Retry button; otherwise, repeat the process of clicking the Browse
menu item from ScadaPhone’s Alarms tab and selecting ScadaLink connection: Citect SCADA from the
Alarm Browse Source Selector.

After ScadaPhone successfully obtains the alarm information from Citect via CTAPILink, and depending
upon your project’s utilization of Citect Clusters, you may be presented with the following prompt:

e "

Confirm @

There is only one cluster defined inywour Citect project; therefore,
e the cluster narme does not hawve to be prepended to the tag names,

Would you like to prepend the cluster narme anyway?

Citect Cluster Prompt

In this example, this window has been triggered because the Example project only has one cluster
defined; therefore, ScadaPhone could obtain tag values by simply using the tag name. Citect projects
containing multiple clusters require ScadaPhone to reference tags by cluster name plus tag name (e.g.
Clusterl.AnalogTagl). This prompt is allowing you to choose whether or not ScadaPhone should use the
Cluster Name.

If you are building a project in phases, and you know that there will be additional clusters added at a
future date, choose Yes; this makes ScadaPhone project expansion much easier when future clusters are
added to your Citect project. If you know that there will never be any other clusters, you can choose No.
When browsing the Example, choose No. You should now see the Citect Alarm Browser window:

m Citect Alarm Browvser = @

Digital | Analog | Advanced | Time Starmped | Multi Digital 2larm Category Filker

ALAEM 1 » ||| ] Category 0[29)
ALAFM 10
ALARM Z
ALLAERM 2
ALARM 4
ALLARM &
ALARM &
ALLAERM 7
ALARM 2
ATAEM o

(O o e O A M |
m

Show Tags Already Being Referenced | Selectall | [ Clearan |

| Ok, | [ Cancel ]

Citect Alarm Browser (Digital Tags Tab)



Note that the Citect Alarm Browser has individual tabs to segregate the different types of alarms
available in Citect. In the previous image, the Digital tab is selected, so the list contains only Digital type
alarms. To see the other types of alarms, click the appropriate tab:

m Citect &larm Browser
| Digital | 4nalog | Advanced | Time Stamped | Mult Digital

L= o]

Alarm Categom Filker

E=d Depth
LOoop_l1 =P
Tenp

| Categary 0 [29)

[7] Shovw T ags Already Being Fiefersnced [ Selestanl | [ Clearan |

| ok | | Concel |

Citect Alarm Browser (Analog Tags Tab)

Note that the list of Digital alarms has been replaced by the three Analog alarms defined in the Example
project. Note that the Alarm Category Filter on the right side of the browser shows that there is only one
Alarm Category defined in the Example project (Category 0). Larger projects with multiple categories,

removing a check-mark (v') from a low-priority category of alarms will narrow the selection list and
facilitate the browsing process. Note that the number in parenthesis after the category name indicates the
number of alarms defined in each category; in this example, there are 29 alarms in Category 0.

To select alarms that you want to include in your ScadaPhone project, simply put a check-mark next to the

alarm names in the selected list:

ﬂ Citect &larm Browser
Digital |Analog | Advanced I Time Stamped | kulti Digital

E=3 ECE 5

Alarm Categary Filter

| Categom 0[29)

ALADM 4
[ 5how T ags Already Being Referenced
[ oK ] ’ Cancel ]

Selecting Alarms to be incorporated into ScadaPhone

After all of the desired alarms have been selected with check-marks, clicking the OK button at the bottom

of the Citect Alarm Browser window will move the browsing process to the next phase:
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Alarm Message Generation:

m Alarm Message Generator

When generating alarm
meszages, use the fields
checked here --»

The alarms you've just selected need to have their text and/or woice messages configured. ScadaPhone can use any
combination of the Mame, Desc., and Comment fields from each alarm to generate unigue mezzages for each alarm,

S Alarm. Nane
| Alarm. Desc
o | Alarm. Connrmemt

Alarm Meszage Preview List [gelect items to accept or edit]

=[5 [s]

Alarm. Name
Alarm. Cornment
Afarm. Desc

Specify the order in which
you want these figlds to be
arranged in the meszage >

Alarrn Marme Alarm Meszage

BLAHM 1 Motor 1 Overheaced Motor Mumber 1 has overheated i
ALARM_10 Motor & Low 0il Mator Mumber 5 has low ail

ALARM_2 Motor 1 Low 0il Motor Mumber 1 has low il L
ALARM_3 Motor Z Overheated Motor Humber 2 has overheated E-
ALARM_4 Motor Z Low 0il Motor Mumber 2 has low il

ALARM_S Motor 3 Overheated Motor Humber 3 has overheated

ALARM_E Motor 3 Low 0il Motor Mumber 3 has low il

ALARM_7 Motor 4 Overheated Motor Mumber 4 has overheated

ALARM_8 Motor 4 Low 0il Motor Mumber 4 low oil

ALARM_9 Motor & Owverheated Motor Mumber 5 has overheated

Bed Depth EBed Depth Bed Depth Alam £ o047

Entry_Fault_bulti Entry Fault Multidigital Enty Fauls Mulidiptad Alam for £~

Accept Selected ltems

Generated Alarm Attributes
Alarm Group
General

Alarm Priority
Eroadcast Priarity
Yem High Pririty

E xplanation

Uze < Crrlz and < Shife: to select multiple items -or- Click, Here to select all -or-

| Generate Acknowledgement T ags

Click Here to select using wildeard

Manually Edit Selected [tems Usze Default [&larm. T agh ame) Alarm Mezsagelz)

E «planation
-
E xplanation
High Pricrity L Pricrity
@) Marmal Pricrity Ve Low Pricrity

Set Autodck Dption
Explanation

Cloge

| Generate Run Tirme Enable Tags
E »planation

Alarm Message Generator — All 3 Fields Selected

The Alarm Message Generator provides the means for selecting the messages used by ScadaPhone The
process will generate both a SMS message for each alarm and a Voice Wav file that will be used to
announce the alarm. In well-defined projects, a suitable message can usually be found in the Alarm.Desc
or Alarm.Comment field. The Alarm Message Generator makes an attempt to identify which field has
the most verbose and unique messages; if there is a clear choice, the alarm field check marks and field

sequence list will be set accordingly.

The Example project provides a good example of how to use the field sorting and filtering features.

At the beginning of the message-generation process, all 3 field-selection check-marks are selected (which

results in some awkwardly-worded and redundant alarm messages). So, the next step is to set the field-

selection check-boxes to see which pattern yields the best messages.



In the previous image, ALARM_1 through ALARM_10 have acceptable messages in the Alarm.Name
field (in blue font); therefore, removing the check-marks from the Alarm.Desc and Alarm.Comment
boxes yields acceptable messages for these alarms:

a Alarm Message Generatar E’E

The alarms you've just selected need to hawve their text and/or voice mezzages configured. ScadaPhone can uze any
carbination of the Mame, Desc., and Comment fields from each alarm to generate unique meszages for each alarm.

‘Wwhen generating alarm Alarm. Hame Specify the order in which Alaru. Naus {}
meszages, use the fields  [] 4darm. Dase you want these figldzs to be
checked here - [ Alarm.Comment arranged in the mezzage -» {!;

Alarm Meszage Preview List [gelect items to accept or edit]

Alarm Meszage

- & Owerheated
EBed Depth
Entre_Fault_bd Entry Fault Multidigital -

Usze «Crrl: and <Shift: bo select multiple items -or- Click Here to select all -or-  Click Here ta select using wildeard

Accept Selected [lems ] [ harually Edit Selected ltems ] [ Uze Default [alarm. Tagh ame] Alarm Meszagels]

Generated Alarm Attributes

alarm Group E #planation
General -
E wplanation
Alarm Priority
() Broadcast Priority () High Pricrity () Lowe Priarity
() Wery High Priority @ Mormal Priority 70 Weny Low Pricrity

Generate Acknowledgerment Tags [ Set Autodck Option Generate Run Time Enable Tags
Explanation Explanation Explanation

Cloze

Better Formatted Alarm Messages

This selection has produced 10 suitably-worded alarm messages which are shown highlighted above.
Clicking Accept Selected Items will add them to the ScadaPhone project, remove them from the Alarm
Message Generator list and reevaluate the field suggestions for the remaining items.

The Generated Alarm Attributes are applied to each accepted alarm. The recommended settings are
selected by default and there is really no need to change these settings during this process.

In the remaining items, note that the Alarm.Comment field has not been set in the Example project, so
the check-mark in the Alarm.Comment field-selector has been omitted. The remaining fields still produce
a list of awkward and redundant messages:
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m Alarm Message Generator

The alarms pou've just zelected need to hawve their text and/or voice meszages configured. ScadaPhone can uze anp
combination of the Mame, Dezc., and Cormment fields fram each alarm to generate unique meszages for each alarm.

= -5 me]

“Wwhen generating alarm
messages, uze the fields
checked here --»

Alarm. Name
Adarm. Dasc
[ Alarmn. Comment

Alarm Mezzage Preview List [zelect items to accept or edit]

Alarm. Name

Specify the order in which
Afarm. Dase

you want these fields to be
arranged in the meszage -»

Alarm Mame Alarm Meszage

Bed Depth Bed Depth {0

Entry_Fault_tulti Entry Fault Multidigital Mubidigtal 4lasm for Enéey Sauts
Feed SPC_1 Freak XfAeak rate

Feed_SPC_10 ¥Erratic XNpoinis wigels Aucfuating
Feed_SPC_11 ¥ Btratification NAuggng centre ine
Feed SPC_ 12 MMix X Auggng control imds

Feed SPC_13 RoutsideCl & oubmo confrof ings

Feed SPC_14 DhhowelCL R Joinés abare (0F

Feed SPC_15 DBelowLCL & ooinés dafom £ CF

Feed SPC_2 HoutsideCL X oufside condrof finis
Feed_SFPC_3 ¥ Above TUCL Xpomnis above (0L

Feed SPC_4 ¥ Below LCL X pomés beiow o

Feed SPC 5 HoutsideWL X oufside waming fmits

Feed SPC_E HIpTrend X paiés oeasing

Feed SPC_7 HDnTrend Xpooifs dacaasing

Feed SPC_8 HeraduallUp X o0i6s afare maan
Feed_SFC_3 Horadualln X oonés befow mean
Laor_1_5F Setpoint ARG AGH

Temp Temperature O LOM

Accept Selected ltems

Generated Alarm Attibutes

E splanation

Use < Crrlx and < Shift: ta select multiple items -or-  Click Here to select all  -or-

Alarm Group E xplatation
General -
Explanation
Alarm Priority
(7 Broadecast Priariby () High Priarity (1 Lo Pricrity
(71 e High Priority @ Marmal Priority () ey Low Pricrity

Generate Acknowledgement Tags

Click Here to select using wildcard

tanually Edit Selected ltems |Jze Default [Alarm. T agh ame] Alarm Mezzage(z)

[ Set Autadck Optian
Explanation

Cloze

Generate Fun Time Enable Tags
Explanation

Alarm Message Generator — 2 Fields Selected

The Feed_SPC_* alarms look as though the Alarm.Desc fields (in green font) would make the most
descriptive alarm messages, so the best action at this point would be to remove the check-mark from the
Alarm.Name field-selector, highlight all of the Feed_SPC_* items, and click the Accept Selected Items

button.
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Manually Editing Alarm Messages:

After the Feed_SPC_* alarms have been accepted, the only items remaining from the Example project are
3 Analog alarms and 1 Multi-Digital alarm:

m Alarm Message Generator = @

The alarms pou've just zelected need to have therr text and/ar voice meszages configured. ScadaPhone can use ary
combination of the Mame, Desc., and Comment figlds from each alarm to generate unique messages for each alam.

Aiarm. Dase
Alarm. Name

Ywhen generating alarm ¥| Alarm. Name Specify the order in which

messages, use the fislds | Aarm. Desc you want these fields to be
checked here --» 7] Alarm. Comment aranged in the message > |&lam Comment

Alarm Meszzage Preview List [zelect tems to accept or edit]

Alarm M ame Alarm Meszage

Bed Depth {OW Bed Depth Bed Depth Alarm

Entry_Fault_kulti MubdigEal Alarm For Enfry Faulr Entry Fault Multidigital Enty Fauls
LOOF_1_5SF HIGH AIGH Betpoint  Setpoint Alarm

Temp FOW L2 Temperature  Temperature

Usze < Crrl: and <Shift: to select multiple items -or-  Click Here to select all -or- - Click Here to select using wildzard

Accept Selected [hems tanually Edit Selected [temz ze Default [Alarm. T agh ame] Alarm bMeszage(z)

Generated Alarm Attibutes

Alarm Group Explanation
General -
Explanation
Alarm Priority

Broadcast Priority High Pricrity Lo Priority
Wery High Priarity @ Mormal Priarity Wery Law Priarity

| Generate Acknowledgement Tags Set Autodck Ophion | Generate Run Time Enable Tags

Esplanation Explanation E =planation

Cloze

Small Number of Alarm Messages Can be Manually Edited

In this group, the Alarm.Comment field (brown font) appears to be the best selection; however, the
brown-text captions could be improved upon with some minor manual editing.

To manually edit the remaining messages, click the small label reading Click Here to select all and then
click the Manually Edit Selected Items button.



kanually Edit &larm kessages

Enter a text/voice mezsage for the following alarm:

[

Bed_Depth kanually Edit Alarrm Messages

Bed Depth Alarm
Entry_Fault_Multi

Enter a text/voice meszage for the following alarm:

Electrical Building Entry Fauld

kanually Edit Alarm kessages

Enter a text/voice meszage for the following alarm:

-

==

Cancel

LOOP_1_SP kdanually Edit Alarm kessages

Loop 1 Setpoint Alarm

Temp

Temperature Alarm

Enter a texst/voice mezsage for the following alarm:

0k, Mest | | Skip, Mext | | Cancel

Manually Edit Alarm Messages

So far this document has described the Accept Selected Items and Manually Edit Selected Items
methods for setting alarm messages in alarms obtained from a Citect CTAPI Alarm Browser.

The third and final option for setting the alarm messages is the Use Default (Alarm.TagName) Alarm
Message(s) button; this is the most simplistic way to accept alarms browsed from Citect, but the
drawback to using this method is that the generated alarm messages are not as descriptive as can be

derived from the other acceptance methods.




After all of the items in the Alarm Message Preview List have been accepted and the list is empty, the
Alarm Message Generator window will automatically close and focus will return to the main window.
Note that there is not a 1-to-1 correspondence between the number of Citect alarms accepted and the
number of ScadaPhone alarms produced; Analog and Multi-Digital Citect alarms are supported in
ScadaPhone via the use of Computed Tags which produce Discrete bit-values by masking status bits out
of the Citect Alarm.State field. The actual alarm-and-tag count produced is as follows:

Digital, Advanced, and Time-Stamped alarms produce: 1 discrete alarm and 4 discrete tags
Analog alarms produce: 7 discrete alarms, 10 discrete tags and 1 analog tag
Multi-Digital alarms produce: 8 discrete alarms, 11 discrete tags and 1 analog tag
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Alarm Browse Results

This scheme does increase the tag-count, but it does a very good job of tracking the actual Citect
Alarm.State status.

Another reason for splitting the Citect Analog and Multi-Digital alarms into multiple Discrete
ScadaPhone alarms is compatibility: Citect implements some alarm types that ScadaPhone does not
directly support; ScadaPhone’s Computed Tags feature provides a means to bridge this gap.




To see how this is implemented, click the Discretes tab, highlight any of the Computed Tags associated

with any Analog or Multi-Digital Alarm:

Local Tag (store in Discretes.Local. csv)

Tag Class
Swstem Tag @ Computed Tag
Scadalink Tag TTP Tag
Holding Tag

Computed Tag Expression
(Bed_Depth,State EQMASEK 2) and (Bed_Depth.State mod 2 = 0}

aTag Froperties @
Tag Name

Bed_Depth.DeviationHighalarm

Data Type: Discrete References

n Tag Properties @
Tag Name

Bed_Depth. DeviationLow &larmm

Data Type: Discrete References

Local Tag (store in Discretes.Local.csv)

Tag Class
System Tag @ Computed Tag
Scadalink Tag TTP Tag
Holding Tag

Computed Tag Expression
(Bed_Depth,State EQMASEK 2) and (Bed_Depth.State mod 8 = 1)

Local Tag (store in Discretes.Local.csv)

Tag Class
Systerm Tag @ Computed Tag
Scadalink Tag TTP Tag
Holding Tag

Computed Tag Expression
(Bed_Depth,State EQMASE 8) and (Bed_Depth.State mod 8 = 2)

a Tag Properties @
Tag Name

Bed_Depth,RateOfChangealarm

Data Type: Discrete References

gTag Properties @
Tag Mame

Bed_Depth.Lowalarm

Data Type: Discrete References

Local Tag istore in Discretes. Local.csv)

Tag Class
Systern Tag @ Computed Tag
Scadalink Tag TTP Tag
Holding Tag

Computed Tag Expression
(Bed_Depth,State EQMASK 8) and (Bed_Depth.State mod 8 = 3)

Local Tag (store in Discretes.Local.cow)

Tag Class
Systern Tag @ Computed Tag
Scadalink Tag TTP Tag
Holding Tag

Computed Tag Expression
(Bed_Depth.State EQMASK 2) and (Bed_Depth.State mod 2 = 4)

Browyse/Paste

Check Syntax
[&nalogs | | Discretes |

| oK | [ cancel |

a Tag Properties @
Tag Name

Eed_Depth.Highalarm

Data Type: Discrete References

a Tag Properties @
Tag Name

Bed_Depth.LowLowAlarm

Data Type: Discrete References

Local Tag (store in Discretes.Local.csv)

Tag Class
Systermn Tag @ Computed Tag
Scadalink Tag TTP Tag
Holding Tag

Computed Tag Expression
(Bed_Depth.State EQMASK 2) and (Bed_Depth.State mod 2 = 5)

Browse/Paste

Check Syntax
|Analogs | | Discretes |

| oK | [ cancel |

Computed Tags

The computed tags driving the Citect Analog/ScadaPhone Discrete alarm bits use the bit masked value
maintained in the Citect Alarm.State field. When the alarm is active in Citect, the 4th bit in the State bit
mask is a '1'; ScadaPhone implements a discrete-logic operator called EQMASK to test bit-statuses at
runtime. The EQMASK operator takes two analog values as input arguments and returns a discrete result:

<RESULT> = <ARG1> EQMASK <ARG2>.

Note that ScadaPhone analogs are all stored as floating-point numbers; therefore, when evaluating
expressions that require integer inputs (such as EQMASK, DIV, and MOD), the floating point values are
rounded to the nearest 32-bit integer before the integer-based operation is performed.

In the previous image of Tag Properties, the first part of each AND expression is checking to see if bit 4

is a 1 (meaning the alarm is active in Citect).




The second half of each computed tag expression, (Alarm.State mod 8 = x), narrows down the type of
alarm that is active.

The Citect Alarm.State bit-mask uses the last 3 bits to specify the type of alarm. ScadaPhone recognizes 7
different Citect Analog Alarm types:

(Alarm_State EQMASK 8) and (Alarm.State mod 8 = 0) Deviation High
(Alarm_State EQMASK 8) and (Alarm.State mod 8 = 1) Deviation Low
(Alarm_State EQMASK 8) and (Alarm.State mod 8 = 2) Rate of change
(Alarm.State EQMASK 8) and (Alarm.State mod 8 = 3) Low
(Alarm.State EQMASK 8) and (Alarm.State mod 8 = 4) High
(Alarm_State EQMASK 8) and (Alarm.State mod 8 = 5) LowLow

8 =

(Alarm_State EQMASK 8) and (Alarm.State mod 6) HighHigh

The 7 specific alarm states are differentiated in the ScadaPhone alarm messages by using the alarm
message accepted in the Alarm Message Generator as a message prefix and the specific state as a
message suffix:

Text meszage for email/alpha-numeric pagers [optional] SyntasHelp  Multi-Line Edit

Bed Depth Alarm High Alarm Browsee

Dizplay Format - Bed Depth Alarm High Alarm

Yoice Message Composition

W avFile[Bed Depth Alarm])
W' avFile[High Alarm]

Text meszage for email/alpha-numeric pagers [optional]  Suntax Help  kulti-Line Edit

Bed Depth Alarm R ate OfF Change Alarm Browsze

— Display Format : Bed Depth Alarm Bate 0f Chahge Alarm

Yoice Message Composition

"W avFile(Bed Depth Alarm]
W avFilz(Rate OF Change Alarm]

Generating Text & Voice Messages



Citect's Multi-Digital alarms are implemented similarly to the Citect Analog alarms; each Citect state is
identified by using bit-mask operators on the Alarm.State field:

(Alarm.State EQMASK 2048) and (Alarm.State mod
(Alarm_State EQMASK 2048) and (Alarm.State mod
(Alarm.State EQMASK 2048) and (Alarm.State mod
(Alarm_State EQMASK 2048) and (Alarm.State mod
(Alarm.State EQMASK 2048) and (Alarm.State mod
(Alarm.State EQMASK 2048) and (Alarm.State mod
(Alarm.State EQMASK 2048) and (Alarm.State mod
(Alarm.State EQMASK 2048) and (Alarm.State mod

0) State 000
1) State 00A
2) State 0BO
3) State 0BA
State COO
5) State COA
6) State CBO
7) State CBA

00 0O 00 0O 00 00 00 0O
TR R TR TR TR TR
IN
N\

The A, B, and C states refer to the bit pattern created by the Var Tag A, Var Tag B, and Var Tag C inputs
to the Citect Multi Digital alarm. For example, the Entry_Fault_Multi alarm browsed from Citect's
Example project is defined in the Citect Project Editor as follows:

Multi-Digital Alarms [ Exarnple ] [ ]

-

Alarm Tag Entry_Fault_ulki
Clusker Mame -
Alarm Mame @iEntry Faulk Multidigital)

Alarm Desc @iMultidigical Alarm For Entry Faulks)

War Tag A Entry_Faulk_Staten -
‘War Tag B Entry_Faul_Statel -
War Tag C Entry_Fault_Statez -
Realarm

State 000 T State 004  @(SM-A1) 1
Skate OEO @{5M-A2) 1 State DEA  @(SM-A3) 1
Skate C0O0 @S-Ad) 1 State COA  @I(SM-AS5) 1
Skate CBO @{SM-A6) 1 Skate CBA 0

This setup corresponds to the following table:

Var Tag A Var Tag B Var Tag C
Entry_Fault_StateO |[Entry_Fault_Statel |Entry_Fault_State2
000 0 0 0
00A 1 0 0
0BO 0 1 0
0BA 1 1 0
Co00 0 0 1
COA 1 0 1
CBO 0 1 1
CBA 1 1 1



In ScadaPhone, a separate Discrete alarm is generated for each possible state even though each state
might not represent an alarm state; however, there should be no false alarms reported because of the first
condition in the Multi-Digital alarm computed tag: (Alarm.State EQMASK 2048). 2048 = 100000000000
in binary (which is bit 11). If the current state is not considered to be an alarm in Citect, bit 11 will be a '0’,
so the computed tag expression driving the alarm will return FALSE.

ScadaPhone’s Citect Alarm Browser ensures that each Discrete alarm in ScadaPhone identifies the
Citect “CBA" state in both the Text and Voice alarm messages:

Text meszage for emailfalpha-numeric pagers [optional]  Sonta® Help  Multi-Line Edit

Electrizal Building Entre Fault State 004 | Browse |

Dizplay Format : Electrical Building Entry Fault State 004

Yoice Message Composition

WWavFile(E lectrical Building Entry Fault]
W avFile[S tate 004]

Text message for email/alpha-numeric pagers [optional]  Syntax Help  Multi-Line E dit

Electrical Building Entry Fault State OBQ | Browse |

Display Format : Electrical Building Entry Fault State 0OEOQ

Yoice Meszage Composition

wiavFile[E lectrical Building Extry Fault]
wiavFile[State OB]

Text meszage for emailfalpha-numernic pagers [optional]  Suntax Help  bulti-Line Edit

Electrical Building Entry Fault State CBA | Browse |

Dizplay Format : Electrical Building Entry Fault State CBA

VYoice Mezzage Composition

' avFilelE lectrical Building Entry Fault)
wiavFile[State CBA)

Text and Voice Messages from Multi-Digital Alarms



All other Citect alarms are simply implemented as discrete alarms which are triggered by the value of the
Alarm.On field obtained from Citect at runtime:

B 2larm Infarmation @

Browese Alarms

Alarm Type @ Discrete Alam Analog Alarm Local [stare in Alarms. Local. k)
Tag/alarm Hame ALARM_8.0n

Ack Tag Name 4| 4R B Ack
[Optional] Suto Suffis -

Alarm Group General

Priority Mormal Filter Delay Do Mot Filter
Re-Alarm Delay Do Mot Re-Alarm
| Enabled Funtime Enable Exp  ALARK_8.RTEnable
Latching Phone &ck

Conzole Ack Reguired
Latzhing Conzale Ack
Autamatically Ack When Reparted

lreeerze Trigger Logic [O=Active)
lrwverze Aok Logic [O=Acked)

Text message for email/alpha-numernic pagers [optional]  Sentax Help  Multi-Line Edit

bdataor 4 Lowe Ol Browsze

Dizplay Format : Motor 4 Low 0il

Yoice Meszage Composition

W avFile(Motor 4 Low Oil)

Add Inzert Edit Remove Play

|EIK,F'reviu:uu3| | Ok, Mest | ‘ Ok, Mew | [ 0k, l | Cancel |

Typical Generated Alarm Configuration

Note that the message “Motor 4 Low Oil" which was accepted in the Alarm Message Generator has
been inserted into both the Text Message and the Voice Message for this alarm. Also note that the Ack
Tag was also automatically configured by the browser (because the Generate Acknowledgement Tags
option was selected in the Alarm Message Generator when the first batch of digital alarms were
accepted.

ScadaPhone's Citect Alarm Browser can save many hours of configuration time when ScadaPhone is
being used in conjunction with large Citect projects.



